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Al Image Generator Vulnerabilities

When Extracting Human Fingers
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Department, Khawarizmi University Technical College, Jordan
Abstract

Artificial intelligence aims to create systems capable of performing
tasks that typically require human intelligence. Its fields involve creating
algorithms and computer programs that analyze and learn from data to
make decisions or predictions. Al seeks to design and build systems that
can learn from data, understand natural language, make decisions, solve
problems, and carry out other intelligence-based tasks. It is applied across
many fields such as medicine, commerce, manufacturing, gaming,
transportation, and education, and is considered one of the most
transformative modern technologies shaping daily human life. In addition,
Al can be classified into several subfields, such as machine learning,
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natural language processing, robotics, and computers. It is used in a wide
range of applications, from virtual personal assistants and chatbots to self-
driving cars and medical diagnostic systems .

Despite the promising future of artificial intelligence and its expanding
horizons — marked by a notable scientific revolution and continuous
technological advancement — this technology also presents risks and
challenges that may hinder the growth of the industry. These include
ethical and social harms, such as digital forgery and privacy violations.
With advanced technologies enabling visual expression, highly realistic
fake images and videos can be created, potentially distorting facts and
increasing public skepticism toward events and individuals. Moreover,
these technologies raise ethical concerns about the proper use of
technology and intellectual property rights, as they can be used in
unethical or illegal ways that contribute to the spread of misinformation
and deepen social divisions. Ultimately, the regulation and responsible
use of these technologies is essentials to maintain media integrity and
protect the rights of individuals and communities from the potential harms
of digital deception. (Jassim, S, 2021)

In this research, we focus on one of the recurring errors made by most
artificial intelligence image generation platforms, specifically when
prompted to create images that include containing human fingers. The
reason lies in the step-based nature of machine learning processes when
responding to user commands, a mechanism that wil be examined in
detail to clarify the sources of such errors and their possible future
implications. The study also exposes whether these inaccuracies stem
from programming limitations, user-related factors, or if they represent an
emergent perspective of Al itself — a vision beginning to take form, with
its earliest signs perhaps found in how it renders human fingers as this
paper demonstrates.

Keywords: Artificial Intelligence, Anatomy, Machine Learning, Deep
Learning, Graphic Design, Fine Arts.
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the index finger, who looks like an angel
(17 J5&) with knight's armor
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daay o d gpbill aidive by 5 pall Llsi a7
Steffen Biewald :aw!
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close up high quality :p-iiual _ua¥) ;18 £dsai
shot of a man's tattooed hands wearing

(18 JS5<) rings
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perfect dainty hand :piicad) 4a¥) 119 gisa
holding a leave in front of the camera,
impeccable manicure and autumn nail art
) (19 S5
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style Tara Donovan :piicd) 4a¥) :20 gdsai
JS) portrait of a beautiful girl, Mysterious
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realistic photo, :ptiiuall ¥ :21 gdsai
fullbody shot, 16 years japanese model ,
light brown shiny straight long hair,
wearing Santa costume, night Christmas
lights, natural lighting, details, master
piece, dimpled cheeks, wide-eyed, arms

over head, beautiful abs
dole cpuall Uals bl Ladly 5 90 :das il
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.)Fazola, 2022(
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2018
2019
10 2023 23
2023
)ChatGPT(
20

.)Sky News Arabia, 2023)

one old woman with mild cognitive impairment, and a black male doctor :piiical 4a¥) :23 Fisai
helping her. both smiling. doctor holding a computer or ipad or device that has machine
learning related charts on it. both look happy. make sure that the old woman is a patient with
(23 J<) dementia but happy and smiling.
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X \i shiny trees

b | | et : S
Vintage clipart drawing of a woman with very short dark hairwearing :ptiicall ¥ :24 gigai
dark sungla, black and white, ink drawing with 'BACK IN BUSINESS &)’ as name of a bar
(24 Jd)
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a happy college blonde woman, sipping Taro milk tea with boba, vibrant :p-tiicall ¥ :25 £igai
(25 J<d) campus background, youthful attire, warm and bright color tones

100
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Coco :awl
:)Adobe Firefly( 5.4

)?Adobe Stock(

)Stock Contributor(

)Adobe(
)Content Credentials(

.)adobe.com, 2022(

Acts like the little girl with brown hair and a pink top in a wheelchair, sad :p-3icdl ¥ :26 gdsai

in the playground, with another little girl who comes to talk to her
@

(26 Jsd)
e Ml o 99 Fsi e 594 590 126 JS
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A 30 year old young boy is sitting at the table. Bay is sad The only left :piiicall ¥/ :27 £dsai
side lamp is the beacon blurred. Boy is center fream 30 years boy bereyad and long hair position
center boy green shirt back vive home boy is very handsome Indian
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There was also a girl in the same village, whose name was Sonia. Sonia :piicall sa¥) :29 £dsai
was very beautiful and smart in reading. She was always reading books. Sonia was very fond of
(29 J5) flowers and birds. She often took care of the flowers in her garden.
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(30 JSE) Mature handsome guy sitting in coffee shop, wearing shirt :p-iusl 1Y) :30 7494

(M pld g i e Silsa §jpa 30 JSd

A puday @l g Jay s(pasied)) A S JLdi
Laasad ot g gda

)28 ()27 (

Talk to the person to understand how they're feeling and decide what to :paiical] 4a¥) :30 gdsai
do to help, whether it's offering support, finding a safe place, or getting professional help.
(30 J5<) (animated)
(Ml g Gwbi e 5iga 5 y9a 130 JS
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A LS ¢ g cAite lial ad il iy Lo g 4y ady
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Cyberpunk warrior portrait fantasy abstract world beauty lady girl full :piiiwall ¥ :31 gisei

(31 JsS) body
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Illustration of audience euphoria at a concert. The camera highlights :p-3iaal ¥ :33 £isad
from the front of audience's with one hand each raised, with a left-side camera angle. Capture a
close-up of the enthusiastic hands, glistening under the colorful stage lights. Faces are not
visible, only hands raised with excitement and energy, creating a sense of joy and enthusiasm.

(33 Jsd)
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portrait, in an old creepy building, dark, candle light,), high detail skin, ) :p-3ical) sa¥) :34 £dsai

high detail eyes, high detail hair, highres, ultra detailed, sharpen picture, Highly detailed,
masterpiece, best quality, photorealistic, lora:thingthingthingLora:1 severed hand, black nails,
(34 J5<) stitches, fingers, thing (addams family), standing, standing on shoulder
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A majestic white knight king in dragon battle, sword held out at arms :p-Siud| 4a¥) :36 £33
(36 J<<) length,

il ypadi Gubi e bilga Sypa 36 JSd
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arc p/

sl g gy s A Lpded) gal %) any Lileins) o
Blurry edges, : A sadll o CilS gelgidlils o g s
pixelation, harsh lines, overexposed areas, muddy
or dull colors, flat textures, cartoonish effects,
rough transitions between colors, grainy
appearance, unrealistic lighting, low-quality
rendering.
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Prompt: an image of the well known painting American Gothic. in this :piiuel] ¥/ :37 gisai
image the heads are replaced with Jack O Lanterns, and both subjects are holding a long-lit

(37 J&2) candle.
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A dreamy Art Nouveau :piiical] ¥/ :38 gsai
scene in the style of Alphons Mucha, depicting a
woman wearing a white flowing dress, a transparent
cover-up (with a pumpkin pattern underneath visible),
and a gorgeous, intricate pumpkin-patterned dress..
She has beautiful big green bright eyes and she sleeps
peacefully, surrounded by ethereal Halloween
elements: a full moon casts a soft glow, pumpkins and
autumn leaves are scattered around. The composition
is centered on her peaceful face, framed by the moon
above and Halloween decorations. The lighting is soft
and magical, enhancing the dreamy atmosphere.
masterpiece.
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1boy, male focus, pale tattooed attractive pretty man with soft beautiful :piicd| 44/ :39 £isai
long white blond hair wearing black leather jacket and black shirt wearing necklace, neck

tattoos, tattooed neck, face, selfie, dark, white blond hair, flash, people in background, at a fast
food restaurant, diner, sitting in a diner booth, elbows on table, flipping off camera, middle

finger, pov across table, booth seating, indoors, pov across table, looking at viewer, leaning on

(39 J52) table, middle finger
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